
8-100. Introduction

a.

b.

Automated
Chapter 8

Information Systems (AIS)

Section 1. Responsibilities

Purpose and Scope. This chapter addresses the pro-
tection and control of information processed on AIS.
This entire chapter is contractor required and is not
an option. The type is not bohi or iti-dicued, because
it would include the conrpkte chapter. AISS typi-
cally consist of computer hardware, software, and/or
firmware configured to collect, create, communicate,
compute, disseminate, process, store, or control data
or information. This chapter specifies requirements
and assurances for the implementation, operation,
maintenance, and management of seeure AIS used in
support of SAP activities. Prior to using an AIS or
AIS network for processing U.S. Government, Cus-
tomer, or Program information, the Contractor/ Pro-
vider will develop an AIS Security Plan (AISSP) as
described herein and receive written Customer
authorization to process Customer information. Such
authorization to process requires approval by the
Customer. The Provider will also assign an Informa-
tion System Security Representative (ISSR) to sup-
port the preparation of these documents and to
subsequently manage AIS security on-site for the
Customer’s program. After the AISSP is approved by
the Customer, the Provider will thereafter conform to
the plan for all actions related to the Customer’s pro-
gram information. This information includes the
selection, installation, test, operation, maintenance,
and modification of AIS facilities, hardware, soft-
ware, media, and output.

Requirements. The AISSP selected menu upgrades
to the NISPOM baseline will be tailored to the Pro-
vider’s individual AIS configuration and processing
operations. Alternatives to the protective measures in
this Supplement may be approved by the Customer
after the Provider demonstrates that the alternatives
are reasonable and necessary to accommodate the
Customer’s needs. Prior to implementation, the Pro-
vider will coordinate any envisioned changes or
enhancements with the Customer. Approved changes
will be included in the AISSP. Any verbal approvals
will subsequently be documented in writing. The
information and guidance needed to prepare and
obtain approval for the AISSP is described herein.

c. Restrictions. No personally owned AISS will be used
to process classified information.

8-101. Responsibilities.

The Customer is the Government organization responsi-
ble for sponsoring and approving the classified and/or
unclassified processing. The Provider is the Contractor
who is responsible for accomplishing the processing for
the Customer. The Information System Security Repre-
sentative (ISSR) is the Provider-assigned individual
responsible for on-site AIS processing for the Customer
in a secure manner.

a.

b.

Provider Responsibilities. The Provider will take
those actions necessary to meet with the policies and
requirements outlined in this document. The pro-
vider will:

(1)

(2)

(3)

(4)

Publish and promulgate a corporate AIS Secu-
rity Policy that addresses the classified process-
ing environment.

Designate an individual to act as the ISSR.

Incorporate AISS processing Customer informa-
tion as part of a configuration management pro-
gram.

Enforce the AIS Security Policy.

ISSR Responsibilities. The Provider-designated
ISSR has the following responsibilities:

(1) AIS Security Policy. Implement the AIS Secu-
rity Policy.

(2) AIS Security Program. Coordinate the establish-
ment and maintenance of a formal AIS Seeurity
Program to ensure compliance with this docu-
ment:

(a) AIS Security Plan (AISSP).  Coordinate the
preparation of an AISSP in accordance
with the outline and instructions provided
in this document. After Customer
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approval, the AISSP becomes the control-
ling security document for AIS processing
Customer information. Changes affecting
the security of the AIS must be approved
by the Customer prior to implementation
and documented in the AISSP.

(b)AIS  Technical Evaluation Test Plans. For
systems operating in the compartmented or
multi-level modes, prepare an AIS Techni-
cal Evaluation Test Plan in coordination
with the Customer and applicable security
documents.

(c) Certification. Conduct a certification test
in accordance with 8-102, c. and provide a
certification report.

(d) Continuity of Operations Plan (COOP).
When contractually required, coordinate
the development and maintenance of an
AIS COOP to ensure the continuation of
information processing capability in the
event of an AIS-related  disaster resulting
from fire, flood, malicious act, human
error, or any other occurrence that might
adversely impact or threaten to impact the
capability of the AIS to process informa-
tion. This plan will be referenced in the
AISSP.

(e) Documentation. Ensure that all AIS secu-
rity-related documentation as required by
this chapter is current and is accessible to
properly authorized individuals.

(f) Customer Coordination. Coordinate all
reviews, tests, and AIS security actions.

(g) Auditing. Ensure that the required audit
trails are being collected and reviewed as
stated in 8-303.

(h) Memorandum of Agreement. As applica-
ble, ensure that Memoranda of Agreement
are in place for AISS supporting multiple
Customers.

(i) Compliance Monitoring. Ensure that the
system is operating in compliance with the
AISSP.

(j) AIS Security Education and Awareness.
Develop an on-going AIS Security Educa-
tion and Awareness Program.

(k) Abnormal Occurrence. Advise Customer
in a timely manner of any abnormal event
that affects the security of an approved
AIS.

(1) Virus and malicious code. Advise Cus-
tomer in a timely manner of any virus and
malicious code on an approved AIS.

(3) Configuration Management. Participate in the
configuration management process.

(4) Designation of Alternates. The ISSR may desig-
nate alternates to assist in meeting the require-
ments outlined in the chapter.

c. Special Approval Authority. In addition to the
above responsibilities, the Customer may authorize
in writing an ISSR to approve specific AIS security
actions including:

(1) Equipment Movement. Approve and document
the movement of AIS equipment.

(2) Component Release. Approve the release of san-
itized components and equipment in accordance
with Tables 1 and 2 in 8-501.

(3) Stand-alone Workstation and Portable AIS
Approval. Approve and document new worksta-
tions in accordance with an approved AIS secu-
rity plan and the procedures defined in this
document for workstations with identical func-
tionality. Approve and document portable AIS.

(4) Dedicated and System High Network Worksta-
tion Approval. Approve and document addi-
tional workstations identical in functionality to
existing workstations on an approved Local
Area Network (LAN) provided the workstations
are not located outside of the previously defined
boundary of the LAN.

(5) Other AIS Component Approval. Approve and
document other AIS components identical in
functionality to existing components on an
approved LAN provided the components are not
located outside of the previously defined bound-
ary of the LAN.

8-102. Approval To Process.
Prior to using any AIS to process Customer information,
approval will be obtained from the Customer. The fol-
lowing requirements will be met prior to approval.
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a. AIS Security Program. The Provider will have an
AIS security program that includes:

c. AIS Certification and AccreWation.

(1) An AIS security policy and a formal AIS secu-
rity structure to ensure compliance with the
guidelines specified in this document;

(2) An individual whose reporting functionalities
are within the Provider’s security organization
formally named to act as the ISSR,

(3) The incorporation of AISs processing Customer
information into the Provider’s configuration
management program. The Provider’s configura-
tion management program shall manage
changes to an AIS throughout its life cycle. As a
minimum the program will manage changes in
an AIS’s:

(4)

(a) Hardware components (data retentive
only)

(b) Connectivity (external and internal)

(c) Firmware

(d) Software

(e) Security features and assurances

(f) AISSP

(g)Test  Plan

Control. Each AIS will be assigned to a desig-
nated custodian (and alternate custodian) who is
responsible for monitoring the AIS on a continu-
ing basis. The custodian will ensure that the
hardware, installation, and maintenance as
applicable conform to appropriate requirements.
The custodian will also monitor access to each
AIS. Before giving users access to any such
AIS, the custodian will have them sign a state-
ment indicating their awareness of the restric-
tions for using the AIS. These statements will be
maintained on file and available for review by
the ISSR.

b. AIS Security Plan (AESP).  The Provider will pre-
pare and submit an AISSP covering AISS processing
information in a Customer’s Special Access Program
Facility (SAPF), following the format in Appendix
C. For RD, the Customer may modify the AISSP for-
mat.

(1) Certification. Certification is the comprehensive
evaluation of technical and non-technical secu-
rity features to establish the extent to which an
AIS has met the security requirements necessary
for it to process the Customer information. Cer-
tification precedes the accreditation. The certifi-
cation is based upon an inspwtion and test to
verify that the AISSP accurately describes the
AIS configuration and operation (See Appendix
C and D). A Certification Report summarizing
the following will be provided to the Customer:

(a) For the dedicated mode of operation, the
provider must verify that access controls,
configuration management, and other
AISSP procedures are functional.

(b)In addition, for System High AIS the LSSR
will verify that discretionary controls are
implemented.

(c) For compartmented  and multilevel AIS,
certification also involves testing to verify
that technical security features required for
the mode of operation are functional. Com-
partmented  and multi-level AIS must have
a Technical Evaluation Test Plan that
includes a detailed description of how the
implementation of the operating system
software, data management system soft-
ware, firmware, and related security soft-
ware packages will enable the AIS to meet
the Compartmented or Multilevel Mode
requirements. The plan outlines the inspec-
tion and test procedures to be used to dem-
onstrate this compliance.

(2) Accreditation. Accreditation is the formal decla-
ration by the Customer that a classified AIS or
network is approved to operate in a particular
security mode; with a prescribed set of technical
and non-technical security features; against a
defined threat; in a given operational environ-
ment; u rider a stated operational concept; with
stated interconnections to other AIS; and at an
acceptable level of risk. The accreditation deci-
sion is subject to the certification process. Any
changes to the accreditation criteria described
above may require a new accreditation.

d. Interim Approval. The Customer may grant an
interim approval to operate.
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e. Withdrawal of Accreditation. The Customer may
withdraw accreditation ifi

(1) The security measures and controls established
and approved for the AIS do not remain effec-
tive.

(2) The AIS is no longer required to process Cus-
tomer information.

f. Memorandum of AgreemenL A Memorandum of
Agreement (MOA) is required whenever an accred-
ited AIS is co-utilized, interfaced, or networked
between two or more Customers. This document will
be included, as required, by the Customer.

g. Procedures for Delegated Approvals. For AISS
operating in the dedicated or system high modes, the
Customer may delegate special approval authority to
the ISSR for additional AISS that are identical in
design and operation. That is: two or more AIS are
identical in design and operate in the same security
environment (same mode of operation, process infor-
mation with the same sensitivities, and require the
same accesses and clearances, etc). Under these con-
ditions the AISSP in addition to containing the infor-
mation required by Appendix C shall also include
the certification requirements (inspection and tests)
and procedures that will be used to accredit all AISS.
The CSA will validate that the certification require-
ments are functional by accrediting the first AIS
using these certification requirements and proce-
dures. The ISSR may allow identical AIS to operate
under that accreditation if the certification proce-
dures are followed and the AIS meets all the certifi-
cation requirements outline in the AISSP. The AISSP
will be updated with the identification of the newly
accredited AIS and a copy of each certification
report will be kept on file.

8-103. Security Reviews.

a. Purpose. Customer AIS Security Reviews are con-
ducted to verify that the Provider’s AIS is operated in
accordance with the approved AISSP.

b. Scheduling. Customer AIS Reviews are normally
scheduled at least once every 24 months for Provider
systems processing Customer program information.
The Customer will establish specific review sched-
ules.

c. Review Responsibilities. During the scheduled
Customer AIS Security Review, the Provider will
furnish the Customer representative conducting the
Review with all requested AIS or network documen-
tation. Appropriate Provider security, operations, and
management representatives will be made available
to answer questions that arise during the Customer
AIS Review process.

d. Review Reporting. At the conclusion of the Cus-
tomer AIS Review visit, the Customer will brief the
Provider’s appropriate security, operations, and man-
agement representatives on the results of the Review
and of any discrepancies discovered and the reeom-
mend measures for correcting the security deficien-
cies. A formal report of the Customer AIS Review is
provided to the Provider’s security organization no
later than 30 days after the Review.

e. Corrective Measures. The Provider will respond to
the Customer in writing within 30 days of receipt of
the formal report of deficiencies found in the Cus-
tomer AIS Review process. The response will
describe the actions taken to correct the deficiencies
outlined in the formal report of Customer AIS
Review findings. If proposed actions will require an
expenditure in funds, approval will be obtained from
the Contracting Officer prior to implementation.
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Section 2. Security Modes

8-200. Security Modes-General.

a. AISs that process classified information must oper-
ate in the ddlcated, system high, compartmentcd, or
multilevel mode. Stmrity modes are authorized vari-
ations in security environments, re@ements,  and
methods of operating. In all modes, the integration of
automated and conventional security measures shall,
with reasonable dependability, prevent unauthorized
access to classified information during, or resulting
from, the processing, storage, or transmission of
such information, and prevent unauthorized manipu-
lation of the AIS that could result in the compromise
or loss of classified information.

b. In determining the mode of operation of an AIS,
three elements must be addressed: the boundary and
perimeter of the AIS, the nature of the data to be pro-
cessed, and the level and diversity of access privi-
leges of intended users. Specifically:

(1) The boundary of an AIS includes all users that
are directly or indirectly connected and who can
receive data from the AIS without a reliable
human review by an appropriately cleared
authority. The perimeter is the extent of the AIS
that is to be accredkd as a single entity.

(2) The nature of data is defined in terms of its chl.s-
sification Ievels, compartments, subcompart-
ments, and sensitivity levels.

(3) The level and diversity of access privileges of its
users are defined as their clearance levels, need-
to-know, and formal access approvals.

8-201. D@cated Security Modcz

a. An AIS is operating in the dedicated mode (process-
ing either full time or for a specified period) when
each user with direct or indirect access to the AIS, its
peripherals, remote terminals, or remote hosts has all
of the following:

(1) A valid personnel clearance for all information
stored or processed on the AIS.

(2) Formal access approvals and has executed all
appropriate non-disclosure agreements for all the
information stored and/or processed (including all
compartments, subcompartments, and/or SAPS).

(3) A valid need to know for all information stored
on or processed within the AIS.

b. The following security requirements are established
for AISS operating in the de&catcd mode:

(1) Be loeatcd in a SAPF.

(2) Implement and enforee access procedures to the

c.

d.

AIs.

(3) All hard copy output will be handled at the level
for which the system is accredited until
reviewed by a knowledgeable individual.

(4) All media removed from the system will be pro-
tected at the highest classification level of infor-
mation stored or processed on the system until
reviewed and properly marked according to pro-
cedures in the AIS sceurity plan.

Security Features for Dedicated Security Mode.

(1) Since the system is not required to provide tech-
nical security features, it is up to the user to pro-
teet the information on the system. For networks
operating in the dedicated mode, automated
identification and authentication controls are
required.

(2) For DoD, the Customer may require audit
records of user access to the system. Such
records will include: user ID, start date and
time, and stop date and time. Logs will be main-
tained IAW 8-303.

Seeurity Assurances for Dedicated Security
Mode.

(1) AIS seeurity assurances must inciude an
approach for specifying, documenting, control-
ling, and maintaining the integrity of all appro-
priate AIS hardware, firmware, software,
communicant ions interfaces, operating proce-
dures, installation structures, security documen-
tation, and changes thereto.

(2) Examination of Hardware and Software. Classi-
fied AIS hardware and software shall be exam-
ined when received from the vendor and before
being placed into use.
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(a) Classified AIS Hardware. An examination
shall result in assurance that the equipment
appears to be in good working order and
have no parts that might be detrimental to
the secure operation of the resource. Sub-
sequent changes and developments which
affect security may require additional
examination.

(b) Classified AIS Software.

1. Commercially procured software shall be
examined to assure that the software con-
tains no features which might be detri-
mental to the security of the classified
AIS.

2. Security-related software shall be exam-
ined to assure that the security features
function as specified.

(c)Custom Software or Hardware Systems.
New or significantly changed security rele-
vant software and hardware developed spe-
cifically for the system shall be subject to
testing and review at appropriate stages of
development.

8-202. System High Security Mode.

a. An AIS is operating in the system high mode (pro-
cessing either full time or for a specified period)
when each user with direct or indirect access to the
AIS, its peripherals, remote terminals, or remote
hosts has all of the following:

(1) A valid personnel clearance for ail information
on the AIS.

(2) Formal access approval and has signed non-dis-
closure agreements for all the information stored
and/or processed (including all compartments
and subcompartments).

(3) A valid need-to-know for some of the informa-
tion contained within the system.

b. AISS operating in the system high mode, in addition
to meeting all of the security requirements, features,
and assurances established for the dedicated mode,
will meet the following:

(1) Security Features for System High Mode

(a) Define and control access between system
users and named objects (e.g., files and
programs) ‘in the AIS. The enforcement
mechanism must allow system users to
specify and control the sharing of those
objects by named individuals and/or
explicitly defined groups of individuals.
The access control mechanism must, either
by explicit user action or by default, pro-
vide that all objects are protected from
unauthorized access (discretionary access
control). Access permission to an object by
users not already possessing access per-
mission must only be assigned by autho-
rized users of the object.

(b)Time Lockout. Where technically feasible,
the AIS shall time lockout an interactive
session after an interval of user inactivity.
The time interval and restart requirements
shall be specified in the AIS Security Plan.

(c) Audit Trail. Provide an audit trail capabil-
ity that records time, date user ID, terminal
ID (if applicable), and file name for the
following events:

1. Introduction of objects into a user’s
address space (e.g., file open and pro-
gram initiation as determined by the Cus-
tomer and ISSR).

2. Deletion of objects (e.g., as determined
by the Customer and ISSR).

3. System log-on and log-off

4. Unsuccessful access attempts.

(d) Require that memory and storage contain
no residual data from the previously con-
tained object before being assigned, allo-
cated, or reallocated to another subject.

(e) Identification Controls. Each person having
access to a classified AIS shall have the proper
security clearances and authorizations and be
uniquely identified and authenticated before
access to the classified AIS is permitted. The
identification and authentication methods used
shall be specified and approved in the AIS
Security Plan. User access controls in classi-
fied AISS shall include authorization, user
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in the AIS Security Plan. User access controls
in classified AISS shall include authorization,
user identification, and authentication admin-
istrative controls for assigning these shall be
covered in the AISSP.

1. User Authorizations. The manager or
supervisor of each user of a classified
AIS shall determine the required authori-
zations, such as need-to-know, for that
user.

2. User Identification. Each system user
shall have a unique user identifier and
authenticator.

a. User ID Removal. The ISSR shall
ensure the development and imple-
mentation of procedures for the
prompt removal of access from the
classified AIS when the need for
access no longer exists.

b. User ID Revalidation.  The AIS
ISSR shall ensure that all user IDs
are revalidated  at least annually, and
information such as sponsor and
means of ‘off-line contact (e.g.,
phone number, mailing address) are
updated as necessary.

(f) Authentication. Each user of a classified
AIS shall be authenticated before access is
permitted. This authentication can be
based on any one of three types of infor-
mation: something the person knows (e.g.,
a password); something the person pos-
sesses (e.g., a card or key); something
about the person (e.g., fingerprints or
voiceprints); or some combination of these
three. Authenticators that are passwords
shall be changed at least every six months.

1. Requirements.

a. Log-on. Users shall be required to
authenticate their identities at “log-
on” time by supplying their authen-
ticator (e.g., password, smart card,
or fingerprints) in conjunction with
their user ID.

b. Protection of Authenticator. An
Authenticator that is in the form of
knowledge or possession (password,
smart card, keys) shall not be shared
with anyone. Authenticators shall be
protected at a level commensurate
with the accreditation level of the
Classified AIS.

2. Additional Authentication Countermea-
sures. Where the operating system pro-
vides the capability, the following
features shall be implemented:

a. Log-on Attempt Rate. Successive
log-on attempts shall be controlled
by denying access after multiple
(maximum of five) unsuccessful
attempts on the same user ID; by
limiting the number of access
attempts in a specified time period;
by the use of a time delay control
system; or other such methods, sub-
ject to approval by the Customer.

b. Notification to the User. The user
shall be notified upon successful
log-on of: the date and time of the
user’s last log-on; the ID of the ter-
minal used at last log-on; and the
number of unsuccessful log-on
attempts using this user ID since the
last successful log-on. This notice
shall require positive action by the
user to remove the notice from the
screen.

(g) The audit, identification, and authentica-
tion mechanisms must be protected from
unauthorized access, modification, or dele-
tion.

c. Security Assurances for System
High Mode. The system security
features for need-to-know controls
will be tested and verified. Identi-
fied flaws will be corrected.

8-203. Compartmented Security Mode.

a. An AIS is operating in the compmtmented mode
when users with direct or indirect access to the AIS,
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its peripherals, or remote termina[s have all of the
following:

(1) A valid personnel clearance for access to the
most restricted information processed in the
AIs.

(2) Formal access approval and have signed nondis-
closure agreements for that information to which
he/she is to have access (some users do not have
formal access approval for all compartments or
subcompartments processed by the AIS.)

(3) A valid need-to-know for that information for
which he/she is to have access.

b. Security Features for Compartmented Mode. In
addition to all Security Features and Security Assur-
ances required for the System High Mode of Opera-
tion, Classified AIS operating in the Compartmented
Mode of Operation shall also include:

(1) Resource Access Controls,

(a) Security Labels. The Classified AIS shall
place security labels on all entities (e.g.,
files) reflecting the sensitivity (classifica-
tion level, classification category, and han-
dling caveats) of the information for
resources and the authorizations (security
clearances, need-to-know, formal access
approvals) for users. These labels shall be
an integral part of the electronic data or
media. These security labels shall be com-
pared and validated before a user is
granted access to a resource.

(4) Support a trusted communications path between
itself and each user for initial log-on and verif-
ication.

(5) Enforce, under system control, a system-gener-
ated, printed, and human-readable security clas-
sification level banner at the top and bottom of
each physical page of system hard-copy output.

(6) Audit these additional events: the routing of all
system jobs and output, and changes to security
labels.

(7) Security Level Changes. The system shall
immediately notify a terminal user of each
change in the security level associated with that
user during an interactive session. A user shall
be able to query the system as desired for a dis-
play of the user’s complete sensitivity label.

c. Security Assurances for Cornpartmented  Mode.

(3)
(b) Export of Security Labels. Security labels

exported from the Classified AIS shall be
accurate representations of the correspond-
ing security labels on the information in
the originating Classified AIS.

(I) Confidence in Software Source. In acquiring
resources to be used as part of a Classified AIS,
consideration shall be given to the level of confi-
dence placed in the vendor to provide a quality
product, to support the security features of the
product, and to assist in the correction of any
flaws.

(2) Flaw Discovery. The Provider shall ensure the
vendor has implemented a method for the dis-
covery of flaws in the system (hardware, firm-
ware, or software) that may have an effect on the
security of the AIS.

(2) Mandatory Access Controls. Mandatory access
controls shall be provided. These controls shall
provide a means of restricting access to files
based on the sensitivity (as represented by the
label) of the information contained in the files
and the formal authorization (i.e., security clear-
ance) of users to access information of such sen-
sitivity.

(3) No information shall be accessed whose com-
partment is inconsistent with the session log-on.

No Read Up, No Write Down. Enforce an
upgrade or downgrade principle where ail users
processing have a system-maintained classifica-
tion; no data is read that is classified higher than
the processing session authorized; and no data is
written unless its security classification level is
equal to or lower than the user’s authorized pro-
cessing security classification and all non-hier-
archical categories are the same.

(4) Description of the Security Support Structure
(often referred to as the Trusted Computing
Base). The protections and provisions of the
security support structure shall be documented
in such a manner to show the underlying plan-
ning for the security of a Classified AIS. The
security enforcement mechanisms shall be iso-
lated and protected from any user or unautho-
rized process interference or modification.
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Hardware and software features shall k pro-
vided that can be used to periodically validate
the correct operation of the elements of the secu-
rity enforcement mechanisms.

required for the compartmented  mode of operation,
classified AIS operating in the multilevel mode of
operation shall also include:

(1)
(5) Independent Validation and Verification. An

Independent Validation and Verification team
shall assist in the technical evaluation testing of
a classified AIS and shall perform validation and
verification testing of the system as required by
the Customer.

(6) Security Label Integrity. The methodology shall
ensure the following:

(a) Integrity of the security labels;

(b) The association of a security label with the
transmitted data; and

(c) Enforcement of the control features of the
security labels.

(7) Detailed Design of security enforcement mecha-
nisms. An informal description of the security
policy model enforced by the system shall be
available.

8-204. Multilevel Security Mode. NOTE: Multilevel
Security Mode is not routinely -authorized for SCI or
SAP applications. Exceptions for SCI may be made by
the heads of CIA, DIA, or NSA on a case-by-case basis.
Exceptions for SAP may be made by the Customer.

a. An AIS is operating in the multilevel mode when all
of the following statements are satisfied concerning
the users with direct or indirect access to the AIS, its
peripherals, remote terminals, or remote hosts:

Audit. Contain a mechanism that is able to mon-
itor the occurrence or accumulation of security
audhable events that may indicate an imminent
violation of security policy. This mechanism
shall be able to immediately notify the security
administrator when thresholds are exceeded and,
if the occurrence or accumulation of these secu-
rity relevant events continues, the system shall
take the least disruptive action to terminate the
event.

(2) Trusted Path. Support a trusted communication
path between the AIS and users for use when a
positive AIS-to-user connection is required (i.e.,
log-on, change subject security level). Commu-
nications via this trusted path shall be activated
exclusively by a user or the AH and shall be
logically isolated and unmistakably distinguish-
able from other paths. For Restricted Data, this
requirement is only applicable to multilevel AIS
that have at least one uncleared user on the AIS.

(3)

(4)
(1) Some users do not have a valid personnel clear-

ance for all of the information processed in the
AIS. (Users must possess a valid CONFIDEN-
TIAL, SECRET, or TOP SECRET clearance.)

(2) All users have the proper clearance and have the
appropriate access approval (i.e., signed nondis-
closure agreements) for that information to
which they are intended to have access.

(3) All have a valid need-to-know for that informa-
tion to which they are intended to have access.

b. Security Features for Multilevel Mode. In addi-
tion to all security features and security assurances

Support separate operator and administrator
functions. The functions performed in the role of
a security administrator shall be identified. The
AIS system administrative personnel shall only
be able to perform security administrator func-
tions after taking a distinct auditable action to
assume the security administrative role on the
AIS system. Non-security functions that can be
performed in the security administrative role
shall be limited strictly to those essential to per-
forming the security role effectively.

Security Isolation. The AIS security enforce-
ment mechanisms shall maintain a domain for
its own execution that protects it from external
interference and tampering (e.g., by reading or
modification of its code and data structures).
The protection of the security enforcement
mechanisms shall provide isolation and noncir-
cumvention of isolation functions. For
Restricted Data, this requirement is only appli-
cable to multilevel AIS that have at least one
uncleared user on the AIS.

(5) Protection of Authenticator. Authenticators shall
be protected at the same level as the information
they access.
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c. Security Assurances for Multilevel Mode.

(1) Flaw Tracking and Remediation. The Provider
shall ensure the vendor provides evidence that
all discovered flaws have been tracked and rem-
edied.

(2) Life-Cycle Assurance. The development of the
Classified AIS hardware, firmware, and soft-
ware shall be under life-cycle control and man-
agement (i.e., control of the Classified AIS from
the earliest design stage through decommission-
ing).

(3) Separation of Functions. The functions of the
AIS ISSR and the Classified AIS manager shall
not be performed by the same person.

the control features of the data flow between
originator and destination.

(5) Seeurity Penetration Testing. In addition to test-
ing the performance of the classified AIS for
certification and for ongoing testing, there shall
be testing to attempt to penetrate the security
countermeasures of the system. The test proce-
dures shall be documented in the test plan for
certification and for ongoing testing.

(6) Trusted Recovery. Provide procedures and/or
mechanisms to assure that, after an AIS system
failure or other discontinuity, recovery without a
protection compromise is obtained.

(7) Covert Channels. A covert channel analysis
shall be performed.

(4) Device Labels. The methodology shall ensure
that the originating and destination device labels
are a part of each message header and enforce
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Section 3. System Access and Operation

8-300 System Access. Access to the system will be lim-
ited to authorized personnel. Assignment of AIS access
and privileges will be coordinated with the ISSR.
Authentication techniques must be used to provide con-
trol for information on the system. Examples of authen-
tication techniques include, but are not limited to:
passwords, tokens, biometrics, and smart cards. User
authentication techniques and procedures will be
described in the AISSI?

a. User IDs. User IDs identify users in the system and
are used in conjunction with other authentication
techniques to gain access to the system. User IDs
will be disabled whenever a user no longer has a
need-t-know. The user ID will be deleted from the
system only after review of programs and data asso-
ciated with the ID. Disabled accounts will be
removed from the system as soon as practical.
Whenever possible, access attempts will be limited
to five tries. Users who fail to access the system
within the established limits will be denied access
until the user ID is reactivated.

b. Access Authentication.

(1) Password. When used, system log-on passwords
will be randomly selected and will be at least six
characters in length. The system log-on pass-
word generation routine must be approved by
the Customer.

(2) Validation. Authenticators must be validated by
the system each time the user accesses the AIS.

(3) Display. System log-on passwords must not be
displayed on any terminal or contained in the
audit trail. When the AIS cannot prevent a pass-
word from being displayed (e.g., in a half-
duplex connection), an overprint mask shall be
printed before the password is entered to con-
ceal the typed password.

(4) Sharing. Individual user authenticators (e.g.,
passwords) will not be shared by any user.

(5) Password Life. Passwords must be changed at
least every six months.

will be notified and a new password or PIN
issued.

(7) Group Log-on Passwords. Use of group log-on
passwords must be justified and approved by the
Customer. After log-on, group passwords may
be used for file access.

c. Protection of Authenticators. Master data files
containing the user population system log-on authen-
ticators will be encrypted when practical. Access to
the files will be limited to the ISSR and designated
alternate(s), who will be identified in writing.

d. Modems. Modems require Customer approval prior
to connection to an AIS located in a Customer SAPF.

e. User Warning Notice. The Customer may require
log-on warning banners be installed.

8-301. System Operation.

a. Processing initialization is the act of changing the
AIS from unclassified to classified, from one classi-
fied processing level to another, or from one com-
partment to another or from one Customer to
another. To begin processing classified information
on an approved AIS the following procedures must
be implemented:

(1) Verify that prior mode termination was properly
performed.

(2) Adjust the area security controls to the level of
information to be processed.

(3) Configure the AIS as described in the approved
AISSP. The use of logical disconnects requires
Customer approval.

(4) Initialize the system for processing at the
approved level of operation with a dedicated
copy of the operating system. This copy of the
operating system must be labeled and controlled
commensurate with the security classification
and access levels of the information to be pro-
cessed during the period.

(6) Compromise. Immediately following a sus- b. Unattended Processing. Unattended processing
petted or known compromise of a password or will have open storage approval and concurrence
Personal Identification Numbq (PIN) the ISSR from the customer. Prior to unattended processing,
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all remote input and/or output (1/0) not in approved
open storage areas will be physically or electrically
disconnected from the host CPU. The disconnect
will be made in an area approved for the open stor-
age. Exceptions are on a case-by-case basis and will
require Customer approval.

c. Processing Termination. Processing termination
of any AIS will be accomplished according to the
following requirements.

(1) Peripheral Device Clearing. Power down all
connected peripheral devices to sanitize all vola-
tile buffer memories. Overwriting of these
buffer areas will be considered by the Customer
on a case-by-case basis.

(2) Removable Storage Media. Remove and prop-
erly store removable storage media.

(3) Non-removable (Fixed) Storage Media. Discon-
nect (physically or electrical] y) all storage
devices with nonremovable storage media not
designated for use during the next processing
period.

(4) CPU Memory. Clear or sanitize as appropriate
all internal memory including buffer storage and
other reusable storage devices (which are not
disabled, disconnected, or removed) in accor-
dance with 8-501, Table 2.

(5) Laser Printers. Unless laser printers operating in
SAPFS will operate at the same classification
level with the same access approval levels dur-
ing the subsequent processing period, they will
be cleared by running three pages of unclassified
randomly generated text. For SCI, five pages of
unclassified pages will be run to clear the
printer. These pages will not include any blank
spaces or solid black areas. Otherwise, no pages
need be run through the printer at mode terminat-
ion.

(6) Thermal printers. Thermal printers have a ther-
mal film on a spool and take-up reel. Areas in
which these types of laser printers are located
will be either approved for open storage, or the
spools and take-up reels will be removed and
placed in secure storage. The printer must be
sanitized prior to use at a different classification
level.

(7) Impict-type  Printers. Impact-type printers (e.g.,
dot-matrix) in areas not approved for open stor-
age will be secured as follows: Remove and
secure all printer ribbons or dispose of them as
cklssified trash. Inspect all printer platens. If any
indication’ of printing is detected on the platen,
then the platen will be either cleaned to remove
such printing or removed and secured in an
approved classified container.

(8) Adjust area security controls.

8-302. Collocation of Classified and Unclassified AIS.

a. Customer permission is required before a Provider
may collocate unclassified AIS and classified AIS.
This applies when:

(1) The unclassified information is to be processed
on an AIS located in a SAPF, or

(2) The unclassified information is resident in a
database located outside of a SAPF but accessed
from terminals located within the SAPF.

b. AIS approved for processing unclassified informa-
tion will be clearly marked for UNCLASSIFIED
USE ONLY when located within a SAPF. In addition
the following requirements apply:

(I) Must be physically separated from any classified
AIS.

(2) Cannot be connected to the classified AIS.

(3) Users shall be provided a special awareness
briefing.

(4) ISSR must document the procedures to ensure
the protection of classified information.

(5) All unmarked media is assumed to be classified
until reviewed and verified.

c. Unclassified portable AIS devices are prohibited in a
SAPF unless Customer policy specifically permits
their use. If permitted, the following procedures
must be understood and followed by the owner and
user

(1) Connection of unclassified portable AIS to clas-
sified AIS is prohibited.
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(2) Connection to other unclassified AISS may be
allowed provided Customer approval is
obtained.

(3) Use of an internal or external modem with the
AIS device is prohibited within the SAPF.

(4) The Provider will incorporate these procedures
in the owner’s initial and annual security brief-
ing.

(5) Procedures for monitoring portable AIS devices
within the SAPF shall be outlined in either the
AISSP or the Facility Security Plan. These
devices and the data contained therein are sub-
ject to security inspection by the ISSR and the
Customer. Procedures will include provisions
for random reviews of such devices to ensure
that no classified program-specific or program-
sensitive data is allowed to leave the secure area.
Use of such a device to store or process classi-
fied information may, at the discretion of the
Customer, result in confiscation of the device.
All persons using such devices within the secure
area will be advised of this policy during secu-
rity awareness briefings.

(6) Additionally, where Customer policy permits,
personally owned portable AIS devices may be
used for unclassified processing only and must
follow the previous guidelines.

8-303. System Auditing.

a. Audit Trails. Audit trails provide a chronological
record of AIS usage and system support activities
related to classified or sensitive processing. In addi-
tion to the audit trails normally required for the oper-
ation of a stand-alone AIS, audit trails of network
activities will also be maintained. Audit trails will
provide records of significant events occurring in the
AIS in sufficient detail to facilitate reconstruction,

review, and examination of events involving possible
compromise. Audit trails will be protected from
unauthorized access, modification, and deletion.
Audit trail requirements are described under mode of
operation.

b. Additional Records and Logs. The following
addhional records or logs will be maintained by the
Provider regardless of the mode of operation. These
will include:

(1) Maintenance and repair of AIS hardware,
including installation or removal of equipment,
devices, or components.

(2) Transaction receipts, such as equipment saniti-
zation, release records, etc.

(3) Significant AIS changes (e.g., disconnecting or
connecting remote terminals or devices, AIS
upgrading or downgrading actions, and applying
seals to or removing them from equipment or
device covers).

c. Audit Reviews. The audit trails, records, and logs
created during the above activities will be reviewed
and annotated by the ISSR (or designee) to be sure
that all pertinent activity is proper] y recorded and
appropriate action has been taken to correct anoma-
lies. The Customer will be notified of all anomalies
that have a direct impact on the security posture of
the system. The review will be conducted at least
week] y.

d. Record Retention. The Provider will retain the
most current 6 to 12 months (Customer Option) of
records derived from audits at all times. The Cus-
tomer may approve the periodic use of data reduc-
tion techniques to record security exception
conditions as a means of reducing the volume of
audit data retained. Such reduction will not result in
the loss of any significant audit trail data.
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Section 4. Networks

8-400 Networks. This section addresses network-spe-
cific requirements that are in addition to the previously
stated AIS requirements. Network operations must pre-
serve the security requirements associated with the
AIS’s mode of operation.

a. Types of Networks.

(1) A unified network is a collection of AIS’S or net-
work systems that are accredited as a single
entity by a single CSA, A unified network may
be as simple as a small LAN operating in dedi-
cated mode, following a single security policy,
accredited as a single entity, and administered
by a single ISSR. The perimeter of such a net-
work encompasses all its hardware, software,
and attached devices. Its boundary extends to all
its users. A unified network has a single mode of
operation. This mode of operation will be
mapped to the level of trust required and will
address the risk of the least trusted user obtain-
ing the most sensitive information processed or
stored on the network.

(2) An interconnected network is comprised of sep-
arately accredited AISS andlor unified networks.
Each self-contained AIS maintains its own intra-
AIS services and controls, protects its own
resources, and retains its individual accredita-
tion. Each participating AIS or unified network
has its own ISSR. The interconnected network
must have a security support structure capable
of adjudicating the different security policy
(implementations) of the participating AISS or
unified net works. An interconnected network
requires accreditation, which may be as simple
as an addendum to a Memorandum of Agree-
ment (MOA) between the accrediting authori-
ties.

b. Methods of Interconnection.

(1) Security Support Structure (SSS) is the hard-
ware, software, and firmware required to adjudi-
cate security policy and implementation
differences between and among connecting uni-
fied networks and/or AISS. The SSS must be
accredited. The following requirements must be
satisfied as part of the SSS accreditation:

(a) Document the security policy enforced by
the SSS.

(b) Identify a single mode of operation.

(c) Document the network security architec-
ture and design.

(d) Document minimum contents of MOA’S
required for connection to the SSS.

(2) The interconnection of previously accredited
systems into an accredited network may require
a reexamination of the security features and
assurances of the contributing systems to ensure
their accreditations remain valid.

(a) Once an interconnected network is defined
and accredited, additional networks or sep-
arate AISS (separately accredited) may
only be connected through the accredited
Sss.

(b) The addition of components to contribut-
ing unified networks which are members of
an accredited interconnected network are
allowed provided these additions do not
change the accreditation of the contribut-
ing system.

c. Network Security Management. The Provider
will designate an ISSR for each Provider network.
The ISSR may designate a Network Security Man-
ager (NSM) to oversee the security of the Provider’s
network(s), or may assume that responsibility. The
ISSR is responsible for coordinating the establish-
ment and maintenance of a formal network security
program based on an understanding of the overall
security-relevant policies, objectives, and require-
ments of the Customer. The NSM is responsible for
ensuring day-to-day compliance with the network
security requirements as described in the AISSP (as
covered below) and this Supplement.

d. Network Security Coordination. When different
accrediting authorities are involved, a Memorandum
of Agreement is required to define the cognizant
authority and the security arrangements that will
govern the operation of the overall network. When
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two or more ISSRS are designated for a network, a
lead ISSR will be named by the Provider(s) to ensure
a comprehensive approach to enforce the Customer’s
overall security policy.

e. Network Security.

The AISSP must address:

(1) A description of the network services and mecha-
nisms that implement the network security policy.

(2) Consistent implementation of security features
across the network components.

(a) Identification and Authentication Forward-
ing. Reliable forwarding of the identifica-
tion shall be used between AISS when
users are connecting through a network.
When identification forwarding cannot be
verified, a request for access from a remote
AIS shall require authentication before
permitting access to the system.

(b) Protection of Authenticator Data. In for-
warding the authenticator information and
any tables (e.g., password tables) associated
with it, the data shall be protected from
access by unauthorized users (e.g., encryp-
tion), and its integrity shall be ensured.

(c) Description of the network and any exter-
nal connections.

(d) The network security policy including
mode of operation, information sensitivi-
ties, and user clearances.

(e) Must address the internode transfer of
information (e.g., sensitivity level, com-
partmentation, and any special access
requirements), and how the information is
protected.

f.
(f) Communications protocols and their secu-

rity features.

(g) Audit Trails and Monitoring.

1. If required by the mode of operation, the
network shall be able to create, main-
tain, and protect from modification or

unauthorized access or destruction an
audit trail of successful and unsuccessful
accesses to the AIS network components
within the perimeter of the accredited
network. The audit data shall be pro-
tected so that access is limited to the
ISSR or his/her designee.

2. For Restricted Data, methods of continu-
ous on-line monitoring of network activi-
ties may be included in each network
operating in the Compartmented  Secunt y
Mode or higher. This monitoring may also
include realtime notification to the ISSR
of any system anomalies.

3. For Restricted Data networks operating in
the Compartmented Mode or higher, the
Customer may require the audit trail to
include the changing of the configuration
of the network (e.g., a component leaving
the network or rejoining).

4. The audit trail records will allow associa-
tion of the network activities with corre-
sponding user audit trails and records.

5. Provisions shall be made and the proce-
dures documented to control the loss of
audit data due to unavailability of
resources.

6. For Restricted Data, the Customer may
require alarm features that automatically
terminate the data flow in case of a mal-
function and then promptly notify the
ISSR of the anomalous conditions.

(h) Secure Message Traffic. The communica-
tions methodology for the network shall
ensure the detection of errors in traffic
across the network links.

Transmission Security. Protected Distribution
Systems or National Security Agency approved
encryption methodologies shall be used to protect
classified information on communication lines
that leave the SAPF. Protected distribution sys-
tems shall be either constructed in accordance
with the national standards or utilize National
Security Agency approved protected distribution
systems.
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g. Records. The Customer may require records be
maintained of electronic transfers of data between
automated information systems when those systems
are not components of the same unified network.
Such records may include the identity of the sender,
identity and location of the receiver, datehime of the
transfer, and description of the data sent. Records are
retained according to 8-303.d.

8-4-3



Section 5. Software

8-500. Software and Data Fk.

a.

b.

Acquisition and Evaluation. ISSR approval will
be obtained before software or data files may be
brought into the SAPF. All software must be
acquired from reputable and/or authorized sources as
determined by the ISSR. The Provider will check all
newly-acquired software or data files, using the most
current version and/or available of virus checking
software and procedures identified in the AISSP to
improve assurance that the software or data files are
free from malicious code.

Protection. Media that may be written to (e.g., mag-
netic mdla) must be safeguarded commensurate
with the level of accreditation of the dedicated or
system high AIS. Media on compartmented or multi-
level AISS will be protected commensurate with the
level of the operating session. If a physical write-
protect mechanism is utilized, media may be intro-
duced to the AIS and subsequently removed without
changing the original classification. The integrity of
the write-protection mechanism must be verified at a
minimum of once per day by attempting to write to
the media. Media which cannot be changed (e.g., CD
read-only media) may be loaded onto the classified
system without labeling or classifying it provided it
is immediately removed from the secure area. If this
media is to be retained in the secure area, it must be
labeled, controlled, and stored as unclassified media
as required by the Customer.

(1)

(2)

System Software. Provider personnel who are
responsible for implementing modifications to
system or security-related software or data files
on classified AISS inside the SAPF will be
appropriately cleared. Soft ware that contains
security related functions (e.g., sanitization,
access control, auditing) will be validated to
confirm that security-related features are ful i y
functional, protected from modification, and
effective.

Application Software. Application soflware or
data files (e.g., general business software), that
will be used by a Provider during classified pro-
cessing, may be developed/modified by person-
nel outside the security area without the
requisite security clearance with the concur-
rence of the Customer.

c.

d

e.

and Data Files

(3) Releasing Software. Software that has not been
used on an AIS processing classified information
may be returned to a vendor. If media containing
software (e.g., applications) are used on a classi-
fied system and found to be defective, such media
may not he removed from a SAPF for return to a
vendor. When possible, software will be tested
prior to its introduction into the secure facility.

Targetability. For SCI and SAP the software,
whether obtained from sources outside the facility or
developed by Provider personnel, must be safe-
guarded to protect its integrity from the time of
acquisition or development through its life cycle at
the Provider’s facility (i.e., design, development,
operational, and maintenance phases). Uncleared
personnel will not have any knowledge that the soft-
ware or data files will be used in a classified area,
although this may not be possible in all cases. Before
software or data files that are developed or modified
by uncleared personnel can be used in a classified
processing period, it must be reviewed by appropri-
ately cleared and knowledgeable personnel to ensure
that no security vulnerabilities or malicious code
exists. Configuration management must be in place
to ensure that the integrity of the software or data
files is maintained.

Maintenance Software. Software used for mainte-
nance or diagnostics will be maintained within the
secure computing facility and, even though unclassi-
fied, will be separately controlled. The AISSP will
detail the procedures to be used.

Remote Diagnostics. Customer approval will be
obtained prior to using vendor-supplied remote diag-
nostic links for on-line use of diagnostic software.
The AISSP will detail the procedures to be used.

8-501. Data Storage Media. Data storage media will be
control led and labeled at the appropriate classification
level and access controls of the AIS unless write-pro-
tected in accordance with 8-500.b. Open storage
approval will be required for non-removable media.

a. Labeling Media. All data storage media will be
labeled in hurnamreadable form to indicate its classi-
fication level, access controls (if applicable), and
other identifying information. Data storage media
that is to be used solely for unclassified processing
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and collocated with classified media will be marked
as UNCLASSIFIED. Color coding (i e., media,
labels) is recommended. If required by the Customer,
all removable media will be labeled with a classifica-
tion label immediately after removing it from its fac-
tory-sealed container.

b. Reclassification. When the classification of the
media increases to a higher level, replace the classifi-
cation label with a higher classification-level label.
The label will reflect the highest classification level,
and access controls (if applicable) of any informa-
tion ever stored or processed on the AIS unless the
media is write-protected by a Customer-approved
mechanism. Media may never be downgraded in
classification without the Customer’s written
approval.

c. Copying Unclassified Information from a Clas-
sified AIS.

(1) The unclassified data will be written to factory-
fresh or verified unclassified media using
approved copying routines and/or utilities and/
or procedures as stated in the AISSP. For SCI
and S.@ media to be released will be verified
by reviewing all data on the media including
embedded text (e.g., headers and footers). Data
on media that is not in human readable form
(e.g., imbedded graphs, sound, video) will be
examined for content with the appropriate soft-
ware applications. Data that cannot be reason-
ably observed in its entirety will be inspected by
reviewing random samples of the data on the
media.

(2) Moving Classified Data Storage Media Between
Approved Areas. The ISSR w il I establish proce-
dures to ensure that data will be written to fac-
tory-fresh or sanitized media. The media will be
reviewed to ensure that only the data intended
was actually written and that it is appropriately
classified and labeled. Alternatives for special
circumstances may be approved by the Cus-
tomer. All procedures will be documented in the
AISSP.

d. Overwri t ing ,  Degaussing,  Sanitizing, and
Destroying Media. Cleared and sanitized media
may be reused within the same classification level
(i.e., TS-TS) or to a higher level (i.e., SECRET-TS).
Sanitized media may be downgraded or declassified
with the Customer’s approval. Only approved equip-
ment and software may be used to overwrite and

degauss magnetic media containing classified infor-
mation. Each action or procedure taken to overwrite
or degauss such media will be verified. Magnetic
storage media that malfunctions or contains features
that inhibit overwriting or degaussing will be
reported to the ISSR, who will coordinate repair or
destruction with the Customer. (See Table 1.)

Caution: Overwriting, degaussing, and sanitizing are not
synonymous with declassification. Declassification is a
separate administrative function. Procedures for declas-
sifying media require Customer approval.

(1) Overwriting Media. Overwriting is a software
procedure that replaces the data previously
stored on magnetic storage media with a pre-
define set of meaningless data. Overwriting is
an acceptable method for clearing. Only
approved overwriting software that is compati-
ble with the specific hardware intended for over-
writing will be used. Use of such software will
be coordinated in advance with the Customer.
The success of the overwrite procedure will be
verified through random sampling of the over-
written media. The effectiveness of the over-
write procedure may be reduced by several
factors: ineffectiveness of the overwrite proce-
dures, equipment failure (e.g., misalignment of
read/write heads), or inability to overwrite bad
sectors or tracks or information in inter-record
gaps. To clear magnetic disks, overwrite all
locations three (3) times (first time with a char-
acter, second time with its complement, and the
third time with a random character). Items
which have been cleared must remain at the pre-
vious level of classification and remain in a
secure, controlled environment.

(2) Degaussing Media. Degaussing (i.e., demagne-
tizing) is a procedure that reduces the magnetic
flux to virtual zero by applying a reverse mag-
netizing field. Properly applied, degaussing
renders any previously stored data on magnetic
media unreadable and may be used in the sani-
tization process. Degaussing is more reliable
than overwriting magnetic media. Magnetic
media are divided into three types. Type I
degaussers are used to degauss Type I magnetic
media (i.e., media whose coercivity is no
greater than 350 Oersteds (Oe)). Type H
degaussers are used to degauss Type 11 mag-
netic media (i.e., media whose coercivity is no
greater than 750 Oe). Currently there are no
degaussers that can effectively degauss all
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Type HI magnetic media (i.e., media whose
coercivity is over 750 Oe). Some degaussers
are rated above 750 Oersteds and their specific
approved rating will be determined prior to
use. Coercivity of magnetic media defines the
magnetic field necessary to reduce a magneti-
cally-saturated material’s magnetization to
zero. The correct use of degaussing products
improves assurance that classified data is no
longer retrievable and that inadvertent disclo-
sure will not occur. Refer to the current issue of
NSAS Information Systems Security Products
and Services Catalogue (Degausser Products
List Section) for the identification of degauss-
ers acceptable for the procedures specified
herein. These products will be periodically
tested to ensure continued compliance with the
specification NSA CSS Media Declassification
and Destruction Manual NSA 130-2.

Sanitizing is a two-step process that includes
removing data from the media in accordance
with Table 1 and removing all classified labels,
markings, and activity logs.

(4) Destroying Media. Data storage media will be
destroyed in accordance with Customer-
approved methods.

(5) Releasing Media. Releasing sensitive or classi-
fied Customer data storage media is a three-step
process. First, the Provider will sanitize the
media and verify the sanitization in accordance
with procedures in this chapter. Second, the
media will be administratively downgraded or
declassified either by the CSA or the ISSR, if
such authority has been granted to the ISSR.
Third, the sanitization process, downgrading or
declassification, and the approval to release the
media will be documented.

(3) Sanitizing Media. Sanitization removes informa-
tion horn media such that data recovery using
any known technique or analysis is prevented.
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~pe Media

(a) Magnetic T~e
Type I
Type II
Type III

(b) Magnetic Disk Packs
Type I
Type II
Type III

(c) Magnetic Disk Packs
Floppies
Bernoulli’s
Removable Hard Disks
Non-Removable Hard Disks

(d) Optical Disk
Read Only
Write Once, Read Many (Worm)
Read Many, Write Many

Table 1
Clearing and Sanitization Data Storage

Clear Sanitize

s o r b a, b, or destroy
a o r b b or destroy
a o r b Destroy

a, b, or c
a, b, or c
a, b, or c
c

c

a, b,or c
b o r e
Destroy

Destroy
Destroy
a, b, c, or destroy
a, b, c, or destroy

Destroy
Destroy
Destroy

These procedures will be performed by or as directed by the ISSR.

a. Degauss with a Type I degausser

b. Degauss with a Type LI degausser

c. Overwrite all locations with a character, its complement, then with a random character. Verify that all sectors have
been overwritten and that no new bad sectors have occurred. If new bad sectors have occurred during classified pro-
cessing, this disk must be sanitized by method a or b described above. Use of the overwrite for sanitization must be
approved by the Customer.

Note: For hand-held devices (e.g., calculators or personal directories), sanitization is dependent upon the type and
model of the device. If there is any question about the correct sanitization procedure, contact the manufacturer or the
Customer. In general, sanitization is accomplished as follows: Depress the “CLEAR ENTRY” and the “CLEAR
MEMORY” buttons, remove the battery for several hours, and remove all associated magnetic media and retain it in
the SAPF or destroy. In some models there are special-purpose memories and key-numbered memories, as well as
“register stacks.” Caution will be taken to clear all such memories and registers. This may take several key-strokes
and may require the use of the operator’s manual. Test the hand held device to ensure that all data has been removed.
If there is any question, the device will remain in the SAPF or be destroyed.
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Table 2
Sanitizing AIS Components

TYPE PROCEDURE

Magnetic Bubble Memory
Magnetic Core Memory
Magnetic Plated Wire
Magnetic-Resistive Memory

Solid State Memory Components

Random Access Memory (RAM) (Volatile)
Nonvolatile RAM (NOVRAM)
Read Only Memory (ROM)
Programmable ROM (PROM)
Erasable Programmable ROM (EPROM)
Electronically Alterable PROM (EAPROM)
Electronically Erasable PROM (EEPROM)
Flash EPROM (FEPROM)

These procedures will be performed by or as directed by the ISSR.

a.

b.

c.

d.

e.

f.

g.

h.

i.

j.

k.

1.

a, b, or c
a, b, ord

d o r e
Destroy

f, then j
1

Destroy (see k)
Destroy (see k)

g, then d and j
h, then d and j
i, then d and j
i, then d and j

Degauss with a Type I degausser.

Degauss with a Type II degausser.

Overwrite all locations with any character.

Overwrite all locations with a character, its complement, then with a random character.

Each overwrite will reside in memory for a period longer than the classified data resided.

Remove all power, including batteries and capacitor power supplies, from RAM circuit board.

Perform an ultraviolet erase according to manufacturer’s recommendation, but increase time requirements by a
factor of 3.

Pulse all gates.

Perform a full chip erase. (See Manufacturer’s data sheet.)

Check with Customer to see if additional procedures are required.

Destruction required only if ROM contained a classified algorithm or classified data.

Some NOVRAM are backed up by a battery or capacitor power source; removal of this source is sufficient for
release following item f procedures. Other NOVRAM are backed up by EEPROM which requires application of
the procedures for EEPROM (i.e., i, then d and j).
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Section 6. AIS Acquisition, Maintenance, and Release

S-600. AIS Acquisition, Maintenance, and Release.

a. Acquisition. AISS and AIS components that will
process classified information will be protected dur-
ing the procurement process from direct association
with the Customer’s program, When required by the
Customer, protective packaging methods and proce-
dures will be used while such equipment is in transit
to proteet against disclosure of classified relation-
ships that may exist between the Customer and the
Provider.

b. Maintenance Policy. The Provider will discuss
maintenance requirements with the vendor before
signing a maintenance contract. The Customer may
require that AISS and AIS components used for pro-
cessing Customer information will be protected dur-
ing maintenance from direct association with the
Customer’s program.

(1) Cleared maintenance personnel are those who
have a valid security clearance and access
approvals commensurate with the information
being processed. Complete sanitization  of the
AIS is not required during maintenance by
cleared personnel, but need-to-know will be
enforced. However, an appropriately cleared
Provider individual will be present within the
SAPF while a vendor performs maintenance to
ensure that proper security procedures are being
followed. Maintenance personnel without the
proper access authorization and seeurity clear-
ance will always be accompanied by an individ-
ual with proper security clearance and access
authorization and never left alone in a SAPF.
The escort shall be approved by the ISSR and be
technically knowledgeable of the AIS to be
repaired.

(2) Prior to maintenance by a person requiring
escort, either the device under maintenance shall
be physically disconnected from the classified
AIS (and sanitized before and after mainte-
nance) or the entire AIS shall be sanitized before
and after maintenance. When a system failure
prevents clearing of the system prior to mainte-
nance by escorted maintenance personnel, Cus-
tomer-approved procedures will be enforced to
deny the escorted maintenance personnel visual
and electronic access to any classified data that
may be contained on the system.

(3) All maintenance and diagnostics should be per-
formed in the Provider’s secure facility. Any
AIS component or equipment released from
secure control for any reason may not be
returned to the SAPF without the approval of the
ISSR. The Customer may require that a perma-
nent set of procedures be in place for the release
and return of components. These procedures
will be incorporated into the AISSP.

c. Maintenance Materials and Methods.

(1) Unclassified Copy of Operating System. A sepa-
rate, unclassified, dedicated for maintenance
copy of the operating system (i.e., a specific
copy other than the copy(s) used in processing
Customer information), including any micro-
code floppy disks or cassettes that are integral
to the operating system, will be used whenever
maintenance is done by uncleared personnel.
This copy will be labeled “UNCLASSIFIED-
FOR MAINTENANCE USE ONLY.” Proce-
dures for an AIS using a nonremovable storage
device on which the operating system is resident
will be considered by the Customer on a case-
by-case basis.

(2) Vendor-supplied Software and/or Firmware.
Vendor-supplied software andfor firmware used
for maintenance or diagnostics will be main-
tained within the secure computing facility and
stored and controlled as though classified. If per-
mitted by the Customer, the ISSR may allow, on
a case-by-case basis, the release of certain types
of costly magnetic media for maintenance such
as disk head-alignment packs.

(3) Maintenance Equipment and Components. All
tools, diagnostic equipment, and other devices
carried by the vendor to the Provider’s facility
will be controlled as follows:

(a) Tool boxes and materials belonging to a vendor rep-
resentative will be inspected by the assigned escort
before the vendor representative is permitted to enter
the secure area.

(b) The ISSR will inspect any maintenance hardware
(such as a data scope) and make a best technical
assessment that the hardware cannot access classified
data. The equipment will not be allowed in the
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secure area without the approval of the ISSR.

(c) Maintenance personnel may bring kits containing
component boards into the secure facility for the pur-
pose of swapping out component boards that may be
faulty. Any component board placed into an unsani-
tized AIS will remain in the security facility until
proper release procedures are completed. Any com-
ponent board that remains in the kit and is not placed
in the AIS may be released from the seeure facility.

(d) Any communication devices with transmit capability
belonging to the vendor representative or any data
storage media not required for the maintenance visit
will be retained outside the SAPF for return to the
vendor representative upon departure from the
secure area.

(4) Remote Diagnostic Links. Remote diagnostic
links require Customer approval. Permission for
the installation and use of remote diagnostic
links will be requested in advance and in wri-
ting. The detailed procedures for controlling the
use of such a link or links will have the written
approval of the Customer prior to implementa-
tion.

d. Release of Memory Components and Boards.
Prior to the release of any component from an area
used to process or store Customer information, the
following requirements will be met in respect to
coordination, documentation, and written approval.
This section applies only to components identified
by the vendor or other technically knowledgeable
individual as having the capability of retaining user
addressable data and does not apply to other items
(e.g., cabinets, covers, electrical components not
associated with data), which may be released without
reservation. For the purposes of this document, a
memory component is considered to be the Lowest
Replaceable Unit (LRU) in a hardware device.
Memory components reside on boards, modules, and
sub-assemblies. A board can be a module or may
consist of several modules and subassemblies.
Unlike media sanitization, clearing may be an
acceptable method of sanitizing components for
release (see 8-501, Table 2). Memory components
are specifically handled as either volatile or nonvola-
tile as described below.

(1) Volatile Memory Components. Memory compo-
nents that do nor retain data after removal of all
electrical power sources, and when reinserted
into a similarly configured AIS do nor contain

residual data, are considered volatile memory
components. Volatile components may be
released only after accomplishing the following
Stl

(a

x:

Maintain a record of the equipment release
indicating that all component memory is
volatile and that no data remains in/on the
component when power is removed.

(b) Equipment release procedures shall be
developed by the ISSR and stated in the
AISSP.

(2) Nonvolatile Memory Components. Memory
components that do retain data when all power
sources are disconnected are nonvolatile mem-
ory components. Nonvolatile memory compo-
nents defined as read only memory (ROM),
programmable ROM (PROM), or erasable
PROM (EPROM)that have been programmed at
the vendor’s commercial manufacturing facility
are considered to be unalterable in the field and
may be released. Customized components of
this nature that have been programmed with a
classified algorithm or classified data will be
destroyed. All other nonvolatile components
may be released after successful completion of
the procedures outlined in 8-501, Table 2. Fail-
ure to accomplish these procedures will require
the ISSR to coordinate with the Customer for a
determination of releasability. Nonvolatile com-
ponents shall be released only after accomplish-
ing the following steps:

(a) Maintain a record of the equipment release
indicating the procedure used for sanitiz-
ing the component, who performed the
sanitization,  and who it was released to.

(b) Equipment release procedures must be
developed by the ISSR and stated in the

AISSP. The record will be retained for 12
months.

(3) Inspecting AIS Equipment. All AIS equipment
designated for release will be inspected by the
ISSR. This review will ensure that all media
including internal disks have been removed.

8-601. Test Equipment. The Provider will determine
the capability of individual test instruments to collect
and process information. If necessary, the manufacturer
will be asked to provide this information. A description
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of the capabilities of individual test equipment will lx
provided to the Customer. Security requirements are
based on concerns about the capability of the equipment
to retain sensitive or classified data. Test equipment with
nonvolatile fixed or removable storage media will com-
ply with the requirements of this Supplement and be
approved by the Customer for introduction and use in
the SAPF. Test equipment with no data retention and no
secondary storage does not require Customer approval.
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Section 7. Documentation and Training

8-700. Documentation and Training.

a. Provider Documentation. The Provider will
develop, publish, and promulgate a corporate AIS
security policy, which will be maintained on file by
the ISSR.

b. Security Documentation. The Provider will
develop and maintain security-related documentation
which are subject to review by the Customer as fol-
lows:

(1) AISSP. Prepare and submit to the Customer for
approval an AISSP in accordance with Cus-
tomer guidance that covers each AIS which will
process information for the Customer. This plan
will appropriately reference all other applicable
Provider security documentation. In many cases,
an AISSP will include information that should
not be provided to the general user population.
In these cases, a separate user security guide will
be prepared to include only the security proce-
dures required by the users.

(2) Physical Security Accreditation. Maintain on
file the physical security accreditation documen-
tation that identifies the date(s) of accreditation,
and classification level(s) for the system device
locations identified in the AISSP, and any open
storage approvals.

(3) Processing Approval. Maintain on file the Cus-
tomer’s processing approval (i.e., interim
approval or accreditation) that specifies the date
of approval, system, system location, mode of
operation, and classification level for which the
AIS is approved.

(4) Memorandum of Agreement. Maintain on file a
formal memorandum of agreement signed by all
Customers having data concurrently processed
by an AIS or attached to the network.

(5) AIS Technical Evaluation Test Plan. As a pre-
requisite to processing in the compartmented  or
multilevel mode, develop and submit a technical
evaluation tes~ plan to the Customer for
approval. The technical evaluation test plan will
provide a detailed description of how the imple-
mentation of the operating system software, data

management system software, and related secu-
rity soflware packages will enable the AIS to
meet the compartmented or multilevel mode
requirements stated herein. The test plan will
also outline the test procedures proposed to
demonstrate this compliance. The results of the
test will be maintained for the life of the system.

(6) Certification Report. The Certification Report
will be maintained for the life of the system.

c. System User Training and Awareness. All AIS
users, custodians, maintenance personnel, and others
whose work is associated with the Customer will be
briefed on their security responsibilities. These brief-
ings will be conducted by the Provider. Each individ-
ual receiving the briefing will sign an agreement to
abide by the security requirements specified in the
AISSP and any additional requirements initiated by
the Customer. This secunt y awareness training will
be provided prior to the individual being granted
access to the classified AIS and at least annually
thereafter. The awareness training will cover the fol-
lowing items and others as applicable:

(1) The security classifications and compartments
accessible to the user and the protection respon-
sibilities for each. If the user is a privileged user,
discuss additional responsibilities commensu-
rate with those privileges;

(2) Requirements for controlling access to AISS
(e.g., user lDs, passwords and password secu-
rity, the need-to-know principle, and protecting
terminul screens and printer output from unau-
thon”zed access);

(3) Methods of securing unattended AISS such as
checking print routes, logging off the host sys-
tem or network, and turning the A IS off,

(4) Techniques for securing printers such as remov-
ing latent images from laser drums, cleaning
platens, and locking up ribbons;

(5) Caution against the use of government-spon-
sored computer resources for unauthorized
applications;
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(6) The method of reporting security-related inci-
dents such as misuse, violations of system secu-
rity, unprotected media, improper labeling,
network data spillage, etc.;

(7) Me&a labeling, including classification labels,
datadescriptor  labels, placement of labels on
media, and maintenance of label integrity;

(8) Secure methods of copying and verifying medi%

(9) Methods of safeguarding media, including write
protection, removal from unattended AISS, and
storage;

(10) Methods of safeguarding hard-copy output,
including marking, protection during printing,
and storage;

(11) Policy on the removal of mediz

(12) Methods of clearing and sanitizing medim

(14) Methods of avoiding viruses and other mali-
cious code includhg authorized methods of
acquiring software, examining systems regu-
larly, controlling software and media, and plan-
ning for emergencies. Dkcuss  the use of
recommended software to protect against
viruses and steps to be taken when a virus is sus-
pected;

(15)AIS maintenance procedures including the steps
to be taken prior to AM maintenance and the
user’s point-of-contact for AIS maintenance
matters;

(16)Any special security requirements with respect
to the user’s AIS environment including connec-
tions to other AIS equipment or networks;

( 17)The use of personally owned electronic devices
within the SAPF;

(18) Any other items needed to be covered for the
specific Customer’s program.

(13) Procedures for destroying and disposing of
media, printer ribbons, and AIS circuit boards
and security aspects of disposing of AISS;
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